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Table A1 List of vulnerability or attack method related to the threats

FBLFZEVY, URL : https://unece.org/un-regulations-addenda-1958-agreement

High level and sub-level descriptions of vulnerability/ threat

Example of vulnerability or attack method

4.3.1 Threats regarding
back-end servers

related to vehicles in

the field

7 4 — ) F QEIC
B3 2Ny 7 v
Py — =129 3
ez

Back-end servers used as a
means to attack a vehicle or

extract data

i w B 5 PR FE kT
— XT3 FERE LT
v LY P =N =R
nz

Services from back-end server|
being disrupted, affecting the

operation of a vehicle

Ny J Y == 5D
I — v 25l X L, HEf O
EFIcBEr 52 5

[Vehicle related data held on
back-end servers being lost or

compromised (“data breach”)

A R A IS
N T HE B 7 — & A3
A EEiRtEns (7
— )

1.1 |Abuse of privileges by staff (insider attack) ARy 7L DFHEDOEM (4 v 4 X —1%)
[Unauthorized internet access to the server P —N—~DORIERA v Z—F v b T 72X (f
1.2 (enabled for example by backdoors, unpatched [x (X, ~¥v 7 F7, Sy FAEHI TR wny
system software vulnerabilities, SQL attacks or |27 4 Y 7 b v = 7 Offe55PE, SOL W8 F 7213
other means) ZOfOFEIC X > THREL 2 5)
Unauthorized physical access to the server Y= N—~DORELRPT 722 (21,
1.3 |(conducted by for example USB sticks or other |[USB, % 7zi3% — N—ic#Efi§ 2 fholiiikic X
media connecting to the server) > Tiibh )
' . Py rzv Ry~ oBIC X B L,
[Attack on back-end server stops it functioning, oo . .
2.1 [for example it prevents it from interacting with ) K— [ T $Iﬁ = @*HE{/EFH?‘ >0 b:$
vehicles and providing services they rely on ]—ﬁ‘ﬁ)ﬁ%ﬁ‘ Lewsy—imic ks - e a0k
BT oD,
T - : N
3.1 |Abuse of privileges by staff (insider attack) i;ﬁ Rl b UG e
ke
Loss of information in the cloud. Sensitive data |7 7 7 Fic B 2 1FHIELK., BURWICHEE 2B
39 [ be lost due to attacks or accidents when |3 7 — X239 — FX—=F 1 7 77 F 4 — v 2424l
data is stored by third-party cloud service FHICLVEREINTWE L I T LIFACIC
providers LW T2 BRI N L AREELD B,
[Unauthorized internet access to the server F—N—~DREHRAL v 2 —Fy P T 7R (H
3.3 (enabled for example by backdoors, unpatched |z X, Xy 7 F 7, Ny F2#EHI N Thiny
system software vulnerabilities, SQL attacks or |A 7 4 Y 7 b7 = 7 Offa551%E, SQL KE, F7-
other means) 2z OO FBIC X o CTRBEL %2 %)
Unauthorized physical access to the server B — N —~DRIERYHN T 7 22 (B 21,
3.4 |(conducted for example by USB sticks or other [USB, % 72134 — N—IcEfi 3 2 b iifkic X
media connecting to the server) >TfTbih3)
55 [nformation breach by unintended sharing of [T\ 7 — 2 HHFI1C X 2 EHIwE (] : &

data (e.g. admin errors)

iDL T—)
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High level and sub-level descriptions of vulnerability/ threat

Example of vulnerability or attack method

4.3.2 Threats to
vehicles regarding their
communication

channels

D (S 512 £ 2 T~
DE

Spoofing of messages by impersonation

BYTELICLE Ay -V BIEThD

allowing unauthorized access

to sensitive files or folders

N HNDFIET 7% AR FFH]

5 LICEoT,

) o . 4.1 |(e.g.802.11p V2X during platooning, — e
Spoofing of messages or data [HfiAZE L2 A vt —V % 802.11p V2X i@{Z. GNSS X v & —Y 7/ L)
R GNSSmessages, etc.)
received by the vehicle 72E T =20V TEL - - - -
o Sybil attack (in order to spoof other vehicles as |> EAKEE (B 75 b I EIC%  OHEMHPELEL
" [if there are many vehicles on the road) TV 20X S IMOHEEICE ) T3 720)
Communications channels permit code . . . .
oo P  fEEEs e - FEARFTT 2. BIAE. XA
injection, for example tampered software binary . e
5.1 . o . o TNV T T 2T ANAFIPREER TV —LIC
might be injected into the communication - . .
TEAINDHREMED D 5,
stream
icati h 1 — : :
Cor;lmumca(litlon ¢ annhe S_ q Bl I EEhTwEa—F 5o Communications channels permit manipulate of f@{F B 2 HICRIEFINT VBT — X/ a—FD
1oec to conductunauthonzed) . o xiEns L. f|  |vehicle held data/code WX A ETAT B,
manipulation, deletion or . T - - g - — S
. MrE 72137 Do ZE %2175 Communications channels permit overwrite of [EEHMHEMICREFEINTVWET—% /a2 —FD
other amendments to vehicle o ) 5.3 ] R
7= OIBEKBFIAEh S vehicle held data/code EZRHT 5,
held code/data — : :
54 Communications channels permit erasure of ~ [BEMAHMICRIFINTVET—X /a2 —FD
" |vehicle held data/code HEERHAT 5,
55 Communications channels permit introduction [B{EEAEHE~DT —% 2 —FOEA (F—%
" lof data/code to the vehicle (write data code) S a—FoEXIAR) 2FA[T 3,
61 [Accepting information from an unreliable or  [[E¥ET& x>y, FZREHATELRVY =225 D
Communication channels EHc& 7w ZEcx | |untrusted source [HlREZ T AND,
permit untrusted/unreliable | X v € —Y DZF ANEZFHA[| 6.2 [Man in the middle attack/ session hijacking FEKE/ vy v a v AP vy
messages to be accepted or ¥ 2 iEFEK, Tldtv = Replay attack, for example an attack againsta |V 7'L 4 &, #lz X, WEr— b+ v = 41Tk
are vulnerable to session UNAT w7 /YT LA 63 communication gateway allows the attacker to |3 WBIC X WIKBER TS — by 2 A DT 7 =LY
hijacking/replay attacks I U CHass 7 m S i " |downgrade software of an ECU or firmware of |z 7 F7213ECU Y 7 Y 2T % X7 v /L —F
the gateway T5Z LHAHEICTR B,
Information can be readil EHRBAD BN & 2 AHE Interception of information / interferin o -
. g () I 5 T B oo 5/ TS A 0 e
disclosed. For example, 03d %, HlziE, BEOK radiations / monitoring communications
through eavesdropping on  [JIC X o C. 72 3HHkw I
communications or through [FEA*EFT 277417+ .
7.2 |Gaining unauthorized access to files or data T7ANERIEZT —F~DRIET 7 & X




High level and sub-level descriptions of vulnerability/ threat

Example of vulnerability or attack method

Sending a large number of garbage data to

i 2 T L BIEH R TR T — v R 2 et

8.1 |vehicle information system, so that it is unable [C&7Zx\ X H1c, BFH AT LI LT ID LS
Denial of service attacks via . . N PN,
HTFRRE X 15T 2 720 Ol to provide services in the normal manner BT — X ERRICEFT 5,
8 |communication channelsto | __ - - — —
. . . (S % 4 L 72 DoS K %& Black hole attack, in order to disrupt 7oy 7R — VK, HEERERZEST -0
disrupt vehicle functions o ) ) . o
8.2 Jcommunication between vehicles the attacker is [iC, WEEBHGHDO XA v -V % T vy 7§
able to block messages between the vehicles %,
An unprivileged user is able PEFiE 2 — P — 23 H [l 2 7 )
u- P V_l ) & ' ' . ) , An unprivileged user is able to gain privileged PEFiEL— W —2FFHET 7 e A Z B TE 5, f
9 [to gain privileged accessto  [L~DFHET 7t R ZHUFT| 9.1 .
) access, for example root access ZIE, v— b HERR,
4.3.2 Threats to vehicle systems e
hicl ding their fl{5 & 12 1% ~ Vi bedded i EEIRICHOIAE N Y 4 . R .
vehicles regarding their [if§{S# i< % % Hiild 1ruses e.m 'e ¢ 1n. i jfﬁs J\: : Virus embedded in communication media EEBRICHARAE N T A VAL 2T 4
communication D, 10 [communication media are L A SE & R 7 L ICEG 9| 10.1 | ] )
] ] . ) infects vehicle systems SRR 2,
channels able to infect vehicle systems |3 AIEEMED H 5
11.1 [Malicious internal (e.g. CAN) messages EEOHLNEA v — (il : CAN)
HIC > TREEINE Ay Malicious V2X messages, e.g. infrastructure to |[BEDOH 5 V2X X vt —
Messages received by the . N . . . = o
r— (FlziE, X2V £/ 11.2 [|vehicle or vehicle-vehicle messages (e.g. CAM, |l : 4 v 7 Z 0 Eijlj, F 72 FHEEF A v -
vehicle (for example X2V or - .
. . IFBW Ay =) FIdH DENM) (5] : CAM, DENM)
11 |diagnostic messages), or o . — - - - -
) o [ CEEENE X vy —Y] 11.3 [Malicious diagnostic messages RO LBWIA Yy v —
transmitted within it, contain . B N -
. CEBOH2a VT VIRE Malicious proprietary messages (e.g. those EEOHLZ2EMHA v —v (B :#@% 1L OEM ¥
malicious content
TNTW3 11.4 [normally sent from OEM or Flka v E—R v VU RT L/ T T4 Y
component/system/function supplier) LIEEIND A v E—)
Compromise of over the air software update ~ [OTA ¥V 7 b v = THEFFIEDO I, ik
12.1 [procedures. This includes fabricating the AT LEH TR T T LEEZT 7 =LY =T O
system update program or firmware iEx e,
Compromise of local/physical software update |7 —H A /PEERGY 7 + 7 = THEFFIEDO G
4.3.3. Threats to N . 12.2 |procedures. This includes fabricating the b SN AT LEH I 07072137 7 —
. . | FNEICE T 5 Misuse or compromise of FEHTFIRO R IERI £ 72 13 & ) N
vehicles regarding their ‘ 12 system update program or firmware LY =T OEERED,
[~ D & i update procedures paft - - — — — —
update procedures The software is manipulated before the update [ FIHIZE LD T e Th EHFIERFTIC
12.3 [process (and is therefore corrupted), although |V 7 b7 = 7R TA I N TS (L7243 > THY
the update process is intact HLTWw3)
124 Compromise of cryptographic keys of the B R AT 572007 7 b v o THRHEH

software provider to allow invalid update

DIEF D LI,




High level and sub-level descriptions of vulnerability/ threat

Example of vulnerability or attack method

4.3.3. Threats to

R FIRICEE S 55

[t is possible to deny

(EH D BT 2515 & 415 Al RE

Denial of Service attack against update server or

Inetwork to prevent rollout of critical software

EELRY 7NV 2T EFOR—AT Y FBEXY/
BB EARREO v v RIS 5720

vehicles regarding their 13 o ) 13.1 o R .
i~ D 2 i, legitimate updates 1238 % updates and/or unlock of customer specific D, BHFH—N"—F 34y PT—7IHT 2
update procedures
features DoS K%,
4.3.4 Threats to iy B8 3 B . ol [nnocent victim (e.g. owner, operator or RO ER B rEE. BEEE A v
2N — : itimate act t - . - .
vehicles regarding sz ﬁTf A fl 1m.a ¢ achors arelz ere (ERDOITEI EARPERE I 151 maintenance engineer) being tricked into T F v 2Ei#E) BRI T, BERETIceLy
B2E > I8 t that . . _ _
unintended human . = 15 a e.ac. rons % .WOLl P A AN—WEEET S X taking an action to unintentionally load malware|= 7 % 7 — N3 2 {781 % 72 13 % A[EIC T 5 1T
. e [l DITEIC £R 2 Hi unwittingly facilitate a cyber-| )
actions facilitating a P ) ) fTEI R LB ENTE S or enable an attack fhx L b,
~ 2 attac
cyber attack 15.2 |Defined security procedures are not followed [E® b7zt F 2V 7 4 FIHICHES TWrinly,
Manipulati f th [Manipulation of functions designed to remotel . X
an1puat1on;) thel HRED a4 7 T 4 E T 4 16.1 P b gk Y VE—FF— AEET4F—, RESM 7"
i 1 . operate systems, such as remote key, . .
connectivity of vehice DUE Ik 5T A pperae sy > remote ke Y. v R LR RS B 7 OREEOUE A
functions enables a cyber- ’ — immobilizer, and charging pile
. . D HIREIC 72 B, T HUITIE — - ,
attack, this can include B B o Manipulation of vehicle telematics (e.g. _ _ . N
16 ] FLTFA4 7 A, VE—E . Hili 7 L~T 4 7 20RE A (B WEHIE %
telematics; systems that — _ | 16.2 |manipulate temperature measurement of . e e
, ) EDSHIHE/R S AT L, BLO = TAL. BN T % @fRigRs 2)
[permit remote operations; A . . sensitive goods, remotely unlock cargo doors)
d o sh o BRI RLRE 2 A L 72 v — — I
and systems using short range| i i
' y usi g . gl S LABAER 163 nterference with short range wireless systems Ly e
ireless communications Or SENSOTS
il AT LR RET 5 FB
Hosted 3rd party software, o . . R
4.3.5 Threats to . e . LT, FRXPEINTWEY Corrupted applications, or those with poor WA INT TV r—vavEiiZV 7 v o
) ) PR X O e.g. entertainment . B ] . R
vehicles regarding their| 17 o —FRX=T4 V7 V=T 17.1 [software security, used as a method to attack [T ¥ =2 ) T4 BAL+RHT 7V r—va vk,
s ERIC (% 2 Bl ~D# applications, used as a means o . B .
external connectivity ) ) 5] : I T 7Y r—2 a vehicle systems Bl s AT LERET L HIECERT 2
. % to attack vehicle systems .
and connections V) BFIHEND
External interfaces such as USB or other ports [USB 7213 % Ofthd K — + 7 &4 v & —
18.1 |used as a point of attack, for example through |7 = —2 %%, Hlz i¥a— FiEAOKELFTE LT
i 2T L BT 5 TR code injection FIFH N3
Devices connected to externall o
- terf USB ELT, A v R =T 2 — 18.2 Media infected with a virus connected to a AR R L - i T B %
t .g. ts, . ) ks z Bz
1g [ eraces s pors A (f5i] : USB &*—+, OBD vehicle system - e
OBD port, used as a means to| | . s -
. F—b) T A ) . ) il Z 13 (BN & 72 IXREEIC) HHE ST A — &
attack vehicle systems Diagnostic access (e.g. dongles in OBD port) N . o -
FIFH SN 3 = ) EFRIATEREDKERRHT 2201, &
18.3 [used to facilitate an attack, e.g. manipulate

vehicle parameters (directly or indirectly)

W77+ (il : OBD &— b+ D Fv 7o) 23]
R




High level and sub-level descriptions of vulnerability/ threat

Example of vulnerability or attack method

[Extraction of copyright or proprietary software

EEMEE - AFTEMEOH 2 Y 7 b = 7 R B>

19.1
from vehicle systems (product piracy) AT LA LHHT 5 (WA OEEERE
[Unauthorized access to the owner’s privacy
4.3.6 Threats to vehicle|Hifj 7 — % /2 — 19 Extraction of vehicle i 4 - information such as personal identity, payment [ A ID, A7 H v v MER. 7 F L RIRE
5 — a—
data/code ~ D data/code 19.2 |account information, address book information, [, {ZiEEHR. HlfOETID &, fiEED 7
location information, vehicle’s electronic ID, |7 4 N ¥ —EFERA~RIEICT 7 2T 3
etc.
19.3 [Extraction of cryptographic keys WS A RNIEICH Y HF
[llegal/unauthorized changes to vehicle’s s
20.1 ) Hilj O ET ID % EE/ A IEICEE T 5
electronic ID
[dentity fraud. For example, if a user wants to  [[D §FFF, B2 1E. BITRBEUIN S X 7 4, #i&
20.2 |display another identity when communicating [EZF D Ny 7 v FLBfFT I, 2 —F =2
with toll systems, manufacturer backend fthd ID Z#FKn X & 72 WA,
Manipulation of vehicle . . ) [Action to circumvent monitoring systems (e.g. |Eifids 27 L % [E)EEd 2178 (5] : ODR + 7 v
20 [P 7 — % /3 — FOREA , , ey i e .
data/code 20.3 |hacking/ tampering/ blocking of messages such |7 —F — 2 LEITRED L S A v =T Dy
as ODR Tracker data, or number of runs) ¥V I/REA/ Ty R D)
[Data manipulation to falsify vehicle’s driving NN ) . R
204 |data ( 1 drivi d drivi M OEL T — X %5120 T — 2 E I AT
. ata (e.g. mileage, driving speed, drivin o . . N
s miens 8P & Bl AEITHE, dk, SEfTAI)
. hicle it 7 — 4/ directions, etc.)
4.3.6 Threats to vehic T—x/a—F - N
e vemee i 20.5 [Unauthorized changes to system diagnostic data|> 2 7 L2 7 — 2 Z RIEICEET %
data/code ~DE K
. . [Unauthorized deletion/manipulation of system _ . . .
21 |Erasure of data/code T—2/a—-FYOHEE 21.1 AT LAY b u S ORERHIR/REA
event logs
. - [ntroduce malicious software or malicious EREOHLY 7T ¥ EEEDOH LY 7 b
22 |Introduction of malware ~ 7 =T DEA 22.2 o B B -
software activity VT T TAET 4 REBATD
LWy 7 by 27T OEAE
Introduction of new software | N Fabrication of software of the vehicle control  [HE#lfHl > 2 T 4 F 72 13EHR AT LDV 7+ v
23 L ZEHEOY 7 v 27 o k| 231 _ ) o
or overwrite existing software e x system or information system = 7 Dt
[Denial of service, for example this may be DoS K%, iz, KEDAvyt—U %KY D
[Disruption of systems or triggered on the internal network by flooding a |\ & 7=#E5R. CAN N2 H 53, 7213 ECU
24 P Y Y RAF LEFHREORE | 2401 [ Y 5 i

operations

CAN bus, or by provoking faults on an ECU via

KREERFET A LICk o, Bl I3

a high rate of messaging

AIREME DS




High level and sub-level descriptions of vulnerability/ threat

Example of vulnerability or attack method

[Unauthorized access of falsify the configuration

TL—%T =PI T Ny JERL & WiER L,

---) can permit access to ECUs or permit

attackers to gain higher privileges

25.1 |parameters of vehicle’s key functions, such as  |[Hf D ZEEFEDFRE X T A — 2 2R ETAT 57
4.3.6 Threats to vehicle[Hlj 7 — % /2 — F~ Manipulation of vehicle } brake data, airbag deployed threshold, etc. DICARIFICT 72 RT3
e g5 | PHEHOROTYEM i< 7 A — 5 DT A LAk
data/code D parameters [Unauthorized access of falsify the charging o . i
. . PTEERE. REEN. Ny TV RE R S OFES
25.2 |parameters, such as charging voltage, charging | _ .
TA—REBEET B0 ICRIEIRT 7227 %
power, battery temperature, etc.
Combination of short encryption keys and long [i5 8235 < . RIABEOEH 2T\ E )
26.1 [period of validity enables attacker to break RO A EDRIC LY, BEEH IS 205 C
Cryptographic technologies | . } encryption LRTE 3
YPIOBTPTIC TECNOOBY ettt sl 72 1R+ — —— —
26 |can be compromised or are P ———— Y [nsufficient use of cryptographic algorithms to [EZMED &~ X7 L 2 RH#E T 2 BICA 57 71
- HETE2D> . .
insufficiently applied 7 - protect sensitive systems ST TV XL HHT 5
263 Using already or soon to be deprecated TCICE I IR L R a s T A=Y
" leryptographic algorithms RXLEAEHT 2
Parts or supplies could be [ ¥ 72 & ffG S A faha(t & Hardware or software, engineered to enable an [ AIRE L 72 2 X S ICEKGEH S . F 3K
4 3.7 Potential g B 27 co:plromis]jd to pe;rr;it :;fﬁﬁﬁl}l%ﬁ T B AMREME| 27.1 attact or fails to meet design criteria to stop an T‘Kffﬂ:ii :: zz ?éﬁé:“%ﬁi?ﬁf: LT —
t tt s tt : iz 7
vulnerabilities that ElLINTViRng renices fo peartacee e - -
could be exploited if |/ 12 % 1 T Softx];varebbugs.fThe pres'erice olf s'of;v;/are bugs IR R TS TP TS DL
hot sufficiently 5 3 2 WETE R can D 8 Dasis for potential explottabie A B B O R 7 D 55,
' ulnerabilities. This is particularly true if . .
protected or hardened [3574% e Vb, BEROE N a—F /N BEEL
28.1 [software has not been tested to verify that B R
. WZEEBEEL, 2 OoRAMOE NI —F N TD
) known bad code/bugs is not present and reduce . B
Software or hardware V7 T ERIEAA—FY . ) FIEDY A7 B WOLTT-ODT A %2, V7Y
) . - the risk of unknown bad code/bugs being e o
28 |development permits = 7 OFFED. Masgtk % iFa . T LEMBL ChaWGEIc Y Cii s 3,
resen
ulnerabilities R 2 = N :
Using remainders from development (e.g. FAFE D&Y (il : 75y R — 1+, JTAG F—
debug ports, JTAG ports, microprocessors, b, A 7w T ey Y, B, BAFEE Y
28.2 [development certificates, developer passwords, |27 —F « « ) #f|fA$25 &, ECU~DT 7

CANFREL 5. Tk, BBEH L EE

WEZ ST 2 2 L 3VHEL 72 %,
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High level and sub-level descriptions of vulnerability/ threat

Example of vulnerability or attack method

4.3.7 Potential
vulnerabilities that
could be exploited if
not sufficiently

protected or hardened

T T PR E T IE B
ElLEhTwihn
SICEH SN B AR
(123 5 2 WELER 72 i
551

Superfluous internet ports left open, providing

R4 v Z—s vy b A F RSN TED

29.1 A bT = O Y RFLNDT 2w AW AFEL T
access to network systems 2
Circumvent network separation to gain control. [+ v b7 — 27 53HfE % Bl L, Sl 2 ERT %,
- Network design introduces |4 v + 7 — 7 &Gt 551k % Specific example is the use of unprotected ERGI3, (LED CAN N2 X v 12—V DkER
vulnerabilities b72bd gateways, or access points (such as truck-trailer |E OHEZE OB 2{T% 32720, {REZ AL T
29.2 [gateways), to circumvent protections and gain |fthD 4 v b T =7 2 S AV FA~DT 7w 2 E G
access to other network segments to perform |75 7z01C, fREI LTV — by o4 F/
malicious acts, such as sending arbitrary CAN  [i37 72K A v+ (FTF v 7-FL A4 T7—7—
bus messages by ARE) BT EZLTH S,
. (N 2 e B O 2 — FATHD RIS — Y F 4
. ” . S [Information breach. Personal data may be . s . . .
Unintended transfer of data [ L 7 \» 7 — X ik 25 4B . T2 AT B AREMEA B 2 (] - H A3
31 N X 31.1 [leaked when the car changes user (e.g. is sold or| . .
can occur 3 5 AHeED B B i . . . . GEINZD, DL EFHZAANCHERINEL ¥
is used as hire vehicle with new hirers) .
)
Manipulation of electronic hardware, e.g. BT — PV = 7 ORISR, 6 - hEREE
unauthorized electronic hardware added toa  [FJEEIC T 2 7z ICHEIICRIEA B —Fv = T
vehicle to enable "man-in-the-middle" attack ~ |%#3Bi13 % 7 &
Replacement of authorized electronic hardware
Physical manipulation of |+ % 7 A DWEIUE A 25K ( ) ) with unauthorized electronic [ 01 T T =T () AR
sical ma atio VAT SN s e.g., sensors) with unauthorized electronic _ . L
gp [ I mAnpaton o 321 | °# B — K =7 LT 5,

systems can enable an attack

ek T HEIC T B ATREEAS D B

hardware

Manipulation of the information collected by a
sensor (for example, using a magnet to tamper
with the Hall effect sensor connected to the

gearbox)

Y —HBNEL ZEROUTA - ¥FT7H v
JACEREIN T v =2 WETAT S
DI ZEH T 5)
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